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KPEMEHEIIbKA PAMOHHA BINCBKOBA AJIMIHICTPAIIIS
TEPHOIIJIBCHKOI OBJACTI

PO3SIMMOPAIAXEHHA

BiJl 20 poky M. Kpemenenp No

Ilpo 3ameeporcennn nopaoky peazy8anus
Ha pi3Hi euou nooiil y Kibepnpocmopi
PAUOHHOT 8ilICbK080T aOMinicmpayii

BignosinHo 1o 3akoHiB Ykpainu ,,[Ipo miciieBi aepskaBHi aaMmiHicTpartii”, ,,IIpo
PaBOBUN pPEXHUM BOEHHOTO crTaHy’, ,IIpo OCHOBHI 3acagu 3a0e3MeUeHHS
kibepOesnekn Ykpainu”, ykasiB [lpesunmenta Ykpaiam Big 1 motoro 2022 poky
Ne 37/2022 ,Ilpo pimenHs Pagu HamioHanbHOi Oe3neku 1 00OpOHM YKpaiHU
Bix 30 rpymusa 2021 poky ,,IIpo Ilnan peamizarii Ctparterii kibepOesneku Ykpainu”,
Big 24 motoro 2022 poxy Ne 64/2022 ,,IIpo BBeieHHsI BOEHHOTO CTaHy B YKpaiHi~ Ta
Ne 68/2022 ,,IIpo yTBOpeHHs BiMCBKOBUX aAMmiHIcTpamii”, Big 15 kBiTHA 2025 poky
Ne 235/2025 ,,ITpo npoOBXKEHHS CTPOKY Jli BOEHHOTO CTaHy B YKpaiHi~, IOCTaHOB
Kabinery MinictpiB Ykpainu Bix 19 uepBus 2019 p. Ne 518 ,,Ilpo 3aTBepmkeHHs
3aragpHUX BUMOI 710 Kibep3axucty 0O €KTIB KpPUTUYHOI 1HGPaACTpyKTypu”,
BiJ 04 kBiTHA 2023 p. Ne 299 | Jlesiki nuTaHHs pearyBaHHs cy0’€eKTaMu 3a0€3MeUeHHs
KibepOe3nekn Ha pi3HI BUAM TOAIN y KibeprmpocTopi”, 3 METOK 3a0e3nedeHHs
¢(eKTUBHOCTI Ta OMEPaTHBHOCTI pearyBaHHS Ha KiOep3arpos3u, 3aXucTy iH(opmarii
palioHHOI BIMCHKOBOi anMiHIicTpallii, 3amoOiraHHs HECAHKI[IOHOBAHUM [isIM Y
KibeprpocTopi, MiHIMI3aIli HEraTUBHUX HACHIAKIB BiJ KiOCpIHIIMACHTIB Ta
iIBHIIICHHS PiBHS KiOepOe3neKu:

1. 3arBepauTu MOPSANOK pearyBaHHs Ha PI3HI BUAM MOAIN y KiOepmpocTopi
palioHHOI BIMICKKOBOT aJIMiHICTpallii, 1110 JOIa€ThCS.

2. CTpyKTypHHM  MiApO3JiaM  paiOHHOI  JepKaBHOI  aJAMIHICTpaIlii
3a0€3MeUYnTH pearyBaHHS Ha KIOCPIHIIMACHTH Ta BXKHUTTS 3aXOMdIB 3 KiOEp3axmHcCTy,
CIPSIMOBAaHUX Ha BUSBIICHHS Ta 3aXMCT BiJ KiOepaTak, HaJeKHE 1HPOPMYBaHHS MPO
HUX, 3a1100IraHHs HETAaTUBHUM HACHiKaM, iX MiHIMI3allii Ta YCYHEHHs, BUTPABIICHHS
Bpa3IMBOCTEH, a TAaKOXX BIJHOBJICHHA CTajOCTI 1 HAIIMHOCTI (DYHKIIOHYBaHHS
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00’ekTiB  KiOep3axucTy  BIAMOBIAHO JI0  TOPSAKY, 3aTBEPKEHOTO  IUM
PO3MOPSIIKEHHSM.

3. KoHTponp 3a BHUKOHAaHHSM pPO3MNOPAKEHHS JOPYUYHUTHU 3aCTYIHUKOBI
HavyaJIbHUKA PAOHHO1 BIMCHKOBOT aJIMIHICTPALlii 3TAHO 3 PO3IMOA1IIOM 000B’ S3KIB.

HavaabHuK BilicbKOBOI agMiHicTpamii Biraniit KYUIAK

Poman bepesoBcbknii
Biraniit I'pymiko
AnTtonina Himensn
3opsiHa [TaBmrok

CsitTirana MartBirOK



3ATBEPJI’KEHO

PosnopspkeHHS HadaabHUKA
paloHHOI BIICHKOBOT aIMIHICTpaIlii

No

MHOPAIOK
pearyBaHHs Ha Pi3HI BUIU MOJiil y KidepnpocTopi
paiioHHOI BiliCbKOBOI aqMiHIicTpamii

1. lle#t mopsaok BU3HAYA€E TPOIEAYpU pearyBaHHS BIJINOBINAJIbHUMHU 32
KiOep3axucCT MpaliBHUKaM{ palOHHOI BIHCHKOBOI aJIMiHICTpalii (J1ay — BiIIOB1TaJIbHI
3a KiOep3axWcT) Ha Pi3HI BUAM TMOAINH y KiOepmpocTopi palOHHOI BIWCHKOBOI
aaMiHicTpamii (mami — kiOepiHuMaeHTH/KiOepaTtaku) Ta Kareropii (piBHI) IiX
KPUTHUYHOCTI.

2. Y upomy NopsJIKy TEPMiHH BKUBAIOThCS Y 3HAUCHHI, HABEICHOMY B 3aKOHi1
VYkpainu ,,IIpo ocHOBHI 3acanu 3abe3rneueHHs Kibepoesnekn YKpaiHu™ Ta MOCTaHOBI
Kab6inery MinictpiB Ykpainu Big 29 rpynus 2021 p. Ne 1426 ,,Ilpo 3aTBepmxeHHs
[TonoxeHnHs mpo opraHizaiiitHO-TeXHIYHY Moielb Kidep3axucty” (OdimiitHuii BICHUK
Vkpainu, 2022 p., Ne 4, ct. 219).

3. PearyBanns Ha K10epiHUIMEeHTH/KiOepaTaku 3IIACHIOETHCS
BIJIMOBIJATBHUMHU 32 KiOEp3axHCT NUIAXOM BXKHUTTA 3aXOJiB 10 KiOep3axucry,
CIIPSIMOBAaHUX Ha IIBUJIKE BUSBJICHHS Ta 3aXUCT BiJl KiOEpIHIUMIEHTIB/KiOepaTak,
HajeXkXHe I1H(POPMYBaHHA TMPO HUX, 3ano0iraHHs HEraTUBHUM HaCIiJIKaM, ix
MiHIMI3aIlli Ta YCYHEHHsl, BHIpPABJICHHS Bpa3JIMBOCTEH, a TaKOX BIJHOBJICHHS
cTajocTi 1  HamidHOCTI  (QYyHKIIOHYBaHHSA  1HGQOPMALIMHUX,  EICKTPOHHUX
KOMYHIKaIIMHUX, 1HQOPMAIIHHO-KOMYHIKAIIMHUX CHUCTEM, TEXHOJOTIYHUX CHCTEM
Ta IHIIUX 00’ €KTIB K10EP3aXHUCTY.

BignosimanpHi 3a KiOep3aXHCT BKHUBAIOTHh 3aXOiB BIAMOBIIHO JI0 METOJIUYHUX
PEKOMEHAIlIN MO0 pearyBaHHs cy0’ekTamu 3abe3nedeHHs KibepOesneku Ha pi3Hi
BUIM MOAIH y KiGeprpocTopi, 3aTBEpAKEHUX AIMiHICTpali€eo Jlepkcnen3s’ a3Ky.

4. PearyBaHHS Ha KiOepIHIUACHTH/KiOepaTaku 3I1MCHIOETHCS
BIJIMOBIAAIBHUMH 32 KiO€p3aXHUCT MOCIIIOBHO TAKUMH €TallaMU:

M1rOTOBKA; BUSIBJICHHS Ta aHAJII3; CTPUMYBAaHHS; YCYHEHHS, BIJTHOBJICHHS,

aHai3 eEKTUBHOCTI 3aX0/I1B 3 pearyBaHHs Ha KiOEPIHIIMIEHTH/KiOepaTaKH.

5. PearyBanns Ha kiOepiHIMACHTH/KiOepaTaku pPO3MOYMHAETHCA 3 €TaIly
HIArOTOBKM, MiJ 4Yac SKOTrO MHPOBOIATHCA 3aXOAM 3 BUBUEHHSA Ta JOCHIIKEHHS
CyYaCHHUX BHJIB KiOEpIHIMIEHTIB/KiOepaTak, po3poOJeHHsI METOIB 1 MEXaHI3MIB
3ano0iraHHs Ta NPOTUALT MOKIMBUM KiOEpIHIMACHTaM/KiOepaTaKaM.

[TinroroBka [0 pearyBaHHS Ha KIOEpIHIIMACHTH/KIOEpaTaKu TOYMHAETHCS
3a3/1aJIeT1/1b 10 TOTO, IK BOHU B110OY1yThCs, 3apai IOM SKILIEHHS OyAb-IKOTO BILIUBY
Ha cy0’eKT 3a0e3meueHHs Ki0epOe3neKHu.


https://zakon.rada.gov.ua/laws/show/2163-19
https://zakon.rada.gov.ua/laws/show/2163-19
https://zakon.rada.gov.ua/laws/show/1426-2021-%D0%BF
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6. 3axoau 3 MATOTOBKH CKJIAaJar0THCS 3:

BU3HAYCHHS MEPENTIKYy yCiX 1HOOpPMAIIHHUX aKTHBIB, MOCIYT, CHCTEM Ta MEPEX,
BCTAHOBJICHHS MOKA3HUKIB IMTATHOTO (DYHKIIOHYBAHHS CHCTEM Ta MEPEX CyO’€KTIB
3a0e3nedeHHs KibepOe3neKu;

pO3pOOJICHHST Ta 3aTBEP/PKCHHS TIOJNITUK Ta TMPOIENyp pearyBaHHS Ha
KiOEepIHIUACHTH/KIOepaTaku, JOBEACHHS iX TMepCcoHally cy0’ekTa 3a0e3MeueHHs
ki0epOe3meKy;

MIJTOTOBKU 1IHCTPYMEHTAJIBHUX 3aC001B, CEPEOBUII JJISI BUSBICHHS Mi03p1101
Ta 3JJOBMHCHOI aKTUBHOCTI,

HAaBYaHHS KOPHMCTYBauiB WIOJI0 pearyBaHHs Ta MNPOTUAIl Kibep3arpo3zaMm Ta
IpOLEyp CIOBIIIEHHS [P0 HUX;

BU3HAYEHHsSI TOPSAKY 1H(QOpMyBaHHS, BHUKOPUCTAHHS 1H(opMarii mpo
Kibep3arpo3u Jjisi IPOAKTUBHOTO BUSBIICHHS MiA03pLiIoi MOBEIIHKMA Ta MOTCHIIHHOT
JISTIBHOCTI 3JJOBMUCHUKA;

MIATOTOBKH 1HGPACTPYKTYpH is OOpoOJICHHsS KiOepiHIMIACHTIB/KibepaTaxk,
30KpeMa 3 ypaxyBaHHSIM crieru(iku QyHKITIOHYBaHHS CUCTEM Cy0’ €KTa 3a0e3MeUeHHS
KibepOe3nex;

pO3poOTEHHST 1 TECTyBaHHS alNTOPUTMIB/MOPSAAKY i A  CTpUMYyBaHHS
(Jrokamizarii) Ta JIKBLAALl HACHTIIKIB KIOEpIHIIMIEHTIB/Ki0OepaTax.

7. Ha erami BUSBJIICHHS Ta aHAJI3y BIJIMIOBIIAJIbHI 32 KIOEP3aXUCT 3A1HCHIOIOTH
BUSIBJICHHS KiOEpIHIUACHTY/KiOepaTaky Ta BH3HAYalOTh 1X KPUTUYHICTH JUIS
3a0€3Me4YeHHs] MPOMOPIINHOCTI Ta/ab0 CHIBPO3MIPHOCTI MOJANBIIUX 3aXOJIB 3
Ki0ep3axucTy peajbHUM Ta MOTCHIIMHUM PU3UKaM.

8. 3axoau 3 BUSIBICHHSA Ta aHamizy nepeAdayaroTh:  BH3HAUY€HHA  (akTy
KIOepIHIMIEHTY/KiOepaTaKku;

BU3HAUYECHHS Kareropii (piBHSA) KPUTHUYHOCTI KiOepiHIMIEHTY/KiOepaTaku;
1H(OpMyBaHHS PO KiIOEPIHIIMICHT/KIOEpaTaKy;

npiopuTeTH3aIlii0 KiOepIHIIMICHTY/KibepaTaku;

BU3HAYCHHS MaciTaly MPOBEJACHHS pearyBaHHS Ha KiOepiHIUMIeHTH/KibepaTaku;
301p Ta 30epiraHHs JaHUX;

MPOBEICHHSI TEXHIYHOTO aHali3y, 30KpeMa: 3ICTaBJICHHS MOJIA MIX CO00I0 Ta
JOKyMEHTYBaHHS X XPOHOJIOTI;

BH3HAYEHHS MM1A03P1I01 MOBEIIHKY;

BU3HAYCHHS TEPIIONPUINHE (TIepIIopKkepena) KibepiHuaeHTy/kKibepaTaku Ta
YMOB, 1110 CHPHUSIIOTH €CKaJlalli KIOepIHIMIEHTY/KiOepaTaky;

301p 1HAMKATOPIB Kibep3arpos;

aHali3 3arajJlbHUX TAaKTUK, TeXHIK Ta mpouenyp (nami — TTII) 310BMuUCHUKA;
nepeBipKy 1 meperyial Maciutady MpOBEACHHS TNPOLECY pearyBaHHS  Ha
KiOepiHIMIEHTH/KiOepaTaKH;

aHATITUYHY MIATPUMKY 3 OOKY TPETIX CTOPIH;

HaJaITyBaHHS IHCTPYMEHTIB 3 BUSBJICHHS KiOEpIHIIMIECHTIB/KiOepaTaK.

9. BignoBiganpHi 3a kibep3axuct BU3HAYAIOTh KPUTUYHICTh
KiOepiHIMIeHTYy/KibepaTakd BIAMOBIAHO JO METOAMYHUX PEKOMEHJAI 11010
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pearyBaHHs Ccy0’ekTamu 3a0e3medeHHs KiOepOe3leku Ha pi3HI BUAUM MOMINA Y
kibepmpocTopi, 3aTBep/uKeHUX AaMmiHicTparliero JlepKcmen3s’ 13Ky, 3a TaKUMH
KaTeropisiMu (PiBHIMH):

piBerb 0, HexkpuTHuHHHA (Oinwil) — KiOepiHIUAEHT/KibepaTaka HE 3arpoixye
CTaJIOMY, HaAIHHOMY Ta IUTAaTHOMY peXuMy (GYHKIIOHYBaHHS i1H(GOpMAIIHHUX,
EJIEKTPOHHUX KOMYHIKaIlliTHUX, 1H(pOpMaLIHO-KOMYHIKaIHHUX CHCTEM,
TEXHOJIOTTYHUX CUCTEM;

piBeHb 1, HU3bKUU (3eneHuil) — KiOepiHUMIEHT/KibepaTaka Oe3rnocepeIHbo
3arpoky€e CTaJloMy, HaAlfHOMY Ta IITaTHOMY peXuMy (yHKIIOHYBaHHS
1HOpMaIIHHUX, EJIEKTPOHHUX KOMYHIKaUIMHUX, 1H(POPMAaILIMHO-KOMYHIKAIIHHUX
CHUCTEM, TEXHOJIOTIYHUX CHUCTEM, ajieé He 3arpoky€ 3aXMINEeHOCT1 (KOH(IICHIIIHOCTI,
IIJTICHOCTI 1 IOCTYITHOCTI1) iH(opMalii Ta JaHUX, 1110 HUMH 00pOOJIIIOTHCS;

piBeHb 2, cepenHiii (KoBTHi) — KiOepiHIMIEHT/KibepaTaka Oe3MmocepeHbO
3arpoky€e CTajJoMy, HaAIfHOMY Ta IITaTHOMY peXuMy (YHKIIIOHYBaHHS
iH(OpMAIIHHNX, EIEKTPOHHUX KOMYHIKAIIMHUX, 1H(POPMAIIMHO-KOMYHIKAIIIIHIX
CUCTEM, TEXHOJIOTTUHUX CHUCTEM, BHACIIJOK YOTO CTBOPIOIOTHCSA MEPEIyMOBU IS
HOPYLIEHHS 3aXUIIEHOCT] (KOH(1ACHIIHHOCTI, IIUTICHOCTI 1 JOCTYHMHOCTI) 1H(popMarii
Ta JAaHUX, [0 HUMHU OOpPOOIAIOTHCA, BUHUKAIOTH MEPEIYMOBU IJsl MPUIHHEHHS
BUKOHAHHS (PYHKIIIH Ta/ab0 HaAaHHs MOCIYT KPUTUYHOIO 1HPPACTPYKTYPOIO;

piBeHb 3, Bucokud  (momMapaHueBMil) —  KiOepiHUMIEHT/KiOepaTaka
Oe3mocepelHbO  3arpoXkKy€e  CTajloMy, HaAIHHOMY Ta  INTaTHOMY  PEXHMY
(GyHKUIOHYBaHHS 1H(QOpPMALIMHUX, €JIEKTPOHHUX KOMYHIKalUIMHUX, 1H(OpMaIiiHO-
KOMYHIKAIIIMHUX CHUCTEM, TEXHOJOTIYHUX CHCTEM, IMOPYLIYETHCS 3aXMILEHICTh
(koH(DIACHIIIHHICTD, MUTICHICTh 1 JOCTYNHICTH) 1H(OpMaIli Ta AaHWUX, IO HUMH
00pOOJISIIOTHCS, BHACTIAOK YOTO BHHUKAIOTh MOTEHINHI 3arpo3u I HaIllOHAIBHOT
Oe3neku 1 00OPOHM, CTaHY HABKOJHUIIHBOTO MPUPOJIHBOTO CEPEOBUIIA, COIIAIbHOT
chepu, HAIIOHAIBHOI €KOHOMIKM Ta 1i OKpEeMUX rajy3ei, MPUIMHEHHS BUKOHAHHS
dbyHKIIM Ta/abo HamaHHS TOCTYT KPUTUYHOIO iH(pacTpykTyporo. PearyBanHs Ha
IbOMY pIBHI MOXX€ NOTpeOyBaTH 3aJy4eHHsS CHJI Ta 3aco0iB OUIbILIE HIXK OJHOTO
OCHOBHOTO Cy0’€KTa HAIllOHAJIbHOI CHUCTEMU KiOepOe3neKy;

piBeHb 4, KpUTUYHUHN (UepBOHUI) — K1OepIHUUAEHT/KibepaTaka 0e3mocepeIHbO
3arpoXKy€ CTaJIOMy, HAaJIMHOMY Ta IITaTHOMY PEXUMY (PYHKIIOHYBaHHS KUIBKOX
1H(QOpMaIiHUX, E€JIEKTPOHHUX KOMYHIKaUIMHUX, 1H(POPMALIMHO-KOMYHIKAIIHHUX
CUCTEM, TEXHOJOTIYHUX CHCTEM, MOPYUIYETHCS 3aXUUIEHICTh (KOH(DI1ICHLIMHICTD,
LUTICHICTB 1 JOCTYIHICTD) 1H(OpMaIii Ta JaHUX, [0 HUMHU 00pOOISIOTHCS, BHACIIIOK
YOTr0 BMHHUKAIOTh peajibHI 3arpo3u Ui HalllOHaJbHOI Oe3meku 1 0OOpOHH, CTaHy
HABKOJIMIITHBOTO TMPUPOJHBOTO CEpPEOBUIIA, COLIAIbHOI CcdepH, HaIlOHAIBHOI
EeKOHOMIKH Ta ii OKpEMUX rajay3ei, IpUIMUHEHHS BUKOHAHHA (PYHKIIIH Ta/a00 HaJaHHs
MOCIIyT KpUTHYHOIO 1HGpacTpykTypor. KibepiHnumeHt/kibepataka MOXE MaTH
TPAHCKOPJIOHHUHM BIUIMB. PearyBaHHs Ha 1[bOMY pPiBHI MOTpeOy€e 3aIy4eHHS CHJI Ta
3ac001B OCHOBHUX CY0’€KTIB HalllOHAJILHOT CUCTEMH KiOepOe3neKu;

piBeHb 5, HaB3BUYANHUY (WOpHUIT) — KiOepiHIuAeHT/KibepaTaka 6e3mocepeIHbO
3arpoXky€e CTaJIOMy, HaJlHHOMY Ta IITATHOMY pEXHMY (DYHKIIOHYBaHHS 3HAYHOI
KUIBKOCTI  1H(OpMaAUIdHUX, €JEeKTPOHHUX KOMYHIKAHUX, 1H(OopMaliiiHo-
KOMYHIKAIIIMHUX CHUCTEM, TEXHOJOTIYHUX CHCTEM, IMOPYLIYEThCS 3aXMILEHICTh
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(koH(IAEHIIIHHICTD, UTICHICT 1 JOCTYMNHICTH) 1H(pOpMalii Ta AaHUX, MO0 HUMU
00pOoOISAIOTHCS, BHACIIIOK YOTO BUHUKAIOTH HEBIABOPOTHI 3arpO3H JIJIsl TOBHOIIIHHOTO
dbyHKIIOHYBaHHA  Jep)kaBu  ab0  3arpo3a  KUTTIO TpoMaasH  YKpaiHw.
Kibepinnmmnent/kibeparaka MOKe€ MaTH TPAHCKOPJOHHUI BIUIMB. PearyBaHHs Ha
IILOMY PiBHI TOTPeOyE MAaKCUMAIBHOTO 3 Ty4€HHS CHJI Ta 3aC001B OCHOBHHUX CY0’ €KTIB
HAl[lOHAJIbHOI CUCTeMH KiOepOe3nekn Ta I1HIMX CyO0’€KTIB  3a0e3NedeHHs
K10epOe3neKu.

10. Ha mijgcTaBi BUBHAYEHOTO PIBHS KPUTUYHOCTI KiOEPIHIIMIEHTY/KiOepaTaku
BIJIMOBIATLHUMHU 32 K10Ep3axucCT 3/A1iCHIOE 1HHOPMYBaHHS KEPIBHUIITBA Ta CYO’ €KTIB
3a0e3nevyeHHs Ki0ep3axucTy, a came:

3a HU3BKOro (3e1eHoro) abo cepeaHbhoro (PKOBTOTO) pPIBHA KPUTHYHOCTI —
3MIUCHIOEThCS 1H(OOPMYBaHHSI ympaBliHHS MHPPOBOI TpaHchopMalii Ta CEKTOPY
1H(pOpPMaLIHHO-KOMIT IOTEPHOTO  3a0€3MeUeHHsI  YOpaBIiHHA  JOKYMEHTaJbHOTO
3a0e3MeUeHHsl amapary OO0JacHOi BIMCBKOBOI aAMIHICTpalli, YpsAA0BOi KOMaHAH
pearyBaHHs Ha KoM toTepHi Haa3Buyaiini noaii Ykpainu CERT-UA, CutyariiiHoro
HEeHTpy 3abe3rneueHHs kibepOesneku CiyOu Oe3neku YKpaiHu, BiAMOBITATBHUX
cniBpoOiTHHKIB YCBY B TepHOMiIbChKINA 00J1aCTI.

3a BUCOKOTrO (IIOMapaH4YeBOro), KPUTUYHOTO (4EpBOHOr0) ab0 HaJIA3BUYAMHOTO
(4OpHOTO) PiBHS KPUTHYHOCTI — 3IMCHIOETHCS 1HPOpMYBaHHS yIIpaBIiHHSI UPPOBOI
Tpancopmarii  Ta  cekTopy  1HGOPMAIIHHO-KOMIT IOTEPHOTO  3a0e3rnedeHHs
YOpPaBIIHHS ~ JIOKYMEHTAJbHOTO 3a0e3leueHHs amapaTy o00JlacHOi BIWCHKOBOI
aaMIHICTpaIlli, ypsI0BOi KOMaHAM pearyBaHHS Ha KOMII' FOT€pHI HaJ3BUYaWHI MOMIl
VYkpainu CERT-UA, CuryamiitHoro neHTtpy 3a0esneueHHs kidepoOesneku Ciryxou
oe3neku Ykpainu, BianoBiganbaux ciiBpoOiTHUKIB YCBY B TepHOminbchKiit 00macTi,
HamionansHoro koopauHarmiiHoro mneHtpy kidepoesnekum nmpu PHBO VYkpainm Ta
Henapramenty kibepromimnii HarionanpHOT momirii Ykpainu.

11. Indopmanis mnpo KiOepiHUUIEHT/KIOEpaTaKy HAJla€TbCAd YIPaBIIHHIO
dpoBoi Tpancdopmariii Ta cekTopy 1HGOPMAIIHHO-KOMIT IOTEPHOI0 3a0€3MeUeHHS
YOpPaBIIHHS ~JIOKYMEHTAJIbHOTO 3a0e3MeYeHHs] amapary o0JacHoi Jep)KaBHOI
aamiHicTpallii Ha enekTpoHHi anapecu digital@te.gov.ua ta ikz@te.gov.ua, abo 3a
tenedonamu 0352517011 Ta 0352529131 BiamoBigHO.

12. Indopmauis mnpo kiOepiHUMAEHT/KiOepaTaky HaJaeTbcs Cy0’ eKTam
HAI[lOHAJIBHOI CUCTEMH 3a0e3neueHHs Ki0epOe3neKkn TaKUMU IUTIXaMu:

YpSIIOBI KOMaHJ1 pearyBaHHS Ha KOMIT IOT€pHI HaA3BUYalHI Mojili YKpaiHu
CERT-UA — https://cert.gov.ua, ten. +38 (044) 281-88-25, +38 (044) 281-88-05 a6o
3a jgomnoMoror (opmMu Ha caitTi https://cert.gov.ua/contact-us, uepes odirmiiiny
cTopinky komanau Ha Facebook: https://facebook.com/UACERT;

Curyamiiinomy 1eHTpY 3abe3nedyeHHsi KkibepOesneku Ciyx0Ou Oe3neku
VYkpainu — yepe3 cucteMy OOMIHY JaHUMHM Tpo KibepaTraku Ha 0a3i MporpamHOi
mwiatgopmu MISP-UA (https://misp.gov.ua);

BimnoBigansHuM criBpobiTHUKaM YCBY B Tepnominbchkit obmacti [lamyny
Ceprito Muxkonaiiopuay  (+380982438996), Jlyowni Bitamito BacumboBuuy
(+380975283051) abo  cmiBpoOITHMKaM  4eproBoi  CiIy)kOM  YrpaBiiHHSA


mailto:digital@te.gov.ua
mailto:ikz@te.gov.ua

(+380673250800, (0352)524542);

HartionanpsHOMY KOOpauHaiiiftHOMY IIeHTpY KibepoOesneku — yepes CEB OBB
PHBO VYkpainu;

Henapramenty kiGepnodimii HarionansHoi momimii Ykpaiau — Ha €IEKTPOHHY
aapecy incident@cyberpolice.gov.ua.

13. TloBimomiieHHs Mpo KiOepiHIMIEHT/Ki0epaTaKky Ma€e MICTUTH LTOHAWMEHIIIE
Taky 1HpOopMaIlio:

TUT KiOepIHIMACHTY/KibepaTaku (BiAMOBIIHO 10 TAKCOHOMII KIOEPIHIIU/ICHTIB);
PIBEHb KPUTHYHOCTI KiIOEpIHIIUIEHTY/KiOepaTaKku;

KOPOTKUH OIIHC;

MOTIEPEIHIO OIIHKY: KibepaTaka uu KiOepiHIIUICHT;

nigpo3aia, I1Ib Ta KoHTaKTHI JaHi T0CaI0BOT ocoowu, sIKa BUSIBIJIA
KiOepiHIMIEHT/KiOepaTaKy;

nepetik cy0’eKTiB, MOBIIOMIIEHHX PO KIOEPIHIMIEHT/KIOepaTaKy;

1H(pOopMaLIII0 YK MOTPIOHA TIONOMOTa B pearyBaHH1 ad0 pearyBaHHs 341HCHIOEThCS
BJIACHUMU CHJIAMHU.

14. Ilinx 4dvac ertamy CTpUMYBaHHS BIANOBIJAIPHUMU 3a KiOep3axucCT
BXKHUBAIOTHCS 3aX0/u hi (o) 3HIDKCHHS HEraTUBHOTO BILJTUBY
kiOepiHIMaeHTYy/Ki0epaTaky, 3amoOiraHHs TMOPYIIEHHIO Oe3MneKd, 3a0e3MeueHHS
CTaJIOT0, HAMIHHOTO Ta INTATHOTO pPEXUMY (YHKITIOHYBaHHS 1H(MOpPMAIIHHUX,
CIEKTPOHHUX  KOMYHIKAIifHUX,  1H(OpMAaLiHHO-  KOMYHIKAIMHUX  CHUCTEM,
TEXHOJIOTTYHHUX CHCTEM, HECAHKI[IOHOBAHOTO BTPY4YaHHS B iX poOOTY, 3aXHINEHOCTI
(koH(D1AEHIIIHHOCTI, IUTICHOCTI 1 JOCTYMHOCTi) 1H(oOpMallii Ta MaHWX, [0 HUMH
00pOOIISIIOTHCS.

15. OmiHtor04M HanmpsM Jii 31 CTPUMYBaHHS, HEOOX1THO BpaXOBYBaTH:

Oyab-sIKl JOJATKOBI HECHPUATIMBI BIUIMBM Yy TIE€BHIM cdepi, BIUIMB Ha
JOCTYIHICTh (MOXKJIMBICTh HAIaHHSI TIOCTYT KIII€EHTaM TOIIIO);

TPUBAIICTh TIPOIECY CTPUMYBaHHA, HEOOXiMHI pecypcu Ta e(EeKTUBHICTh
CTpUMYBaHHS (HAMPUKIIA]l, TOBHE YA YACTKOBE CTPUMYBAHHS;

MIOBHE CTPUMYBAHHS YU PIBEHb CTPUMYBAHHS HEBIJJOMHUIA);

Oyab-SIKUi BIUIMB Ha CIPOMOXHICTb 300py, 30€peKeHHs, 3axXucry 1
JIOKyMEHTYBaHHS JOKa3iB.

16. Jlo rosoBHHX 3aX0/iB 31 CTPUMYBAHHS HaJIEKAaTh:

13071511111 YpaKE€HUX MPUCTPOIB OJUH BiJ OJHOTO Ta/abo BiJ MPHUCTPOIB, SKI HE
Oynu ypaxkeni. HeoOximHo BpaxyBatu omneparliiiHi Ta/abo Oi3Hec-mporecu Ta
HEOOXIHICTh 1X TMPOJOBXKEHHS (MIPOJOBKEHHS HAJAHHS TIOCITYT, HACKUIBKH IIe
MO>KJIUBO);

CTBOPEHHsSI 00pa3iB mam’ATi (JamIiB ONMEPATHBHOI mMam’sTi) I 30€peKCHHS
€JIEKTPOHHUX JI0Ka31B, iX BUKOPUCTAHHS B PaMKaxX PO3CJIlyBaHHS 1HIMJICHTY;

OHOBJICHHA (UIBTPIB OpaHIMayepiB;

ONOKYBaHHS HECAHKI[IOHOBAaHOTO JOCTYMY, XYPHAJIIOBaHHs, BEIEHHS JIOTIB
(cTBOpeHHSs JOT-(haiiiIiB) MIOA0 HECAHKI[IOHOBAHOIO JOCTYITY; OJIOKYBAaHHS JIKEpe
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MOIIUPEHHS IIKIITTUBOTO MTPOrPAMHOTO 3a0€3MEeUEHHS;

BCTAHOBJICHHS MpaBuil OJIOKyBaHHS cepBepoM jaoMeHHux iMeH (DNS) Bimomux
JOMEHHUX IMEH 3JIOBMHUCHHMKA, a TakKOX THUX, IO MOXyTb Oytu I[P-ampecamu
3JIOBMHUCHHKA (Ha OCHOBI aHAJI3Y);

3akpuTTs (OJIOKyBaHHSI) MEPEKEBUX IMOPTIB Ta IHTEPPEICIB Ha YypakKeHUX
CUCTEMaX/MEpPEKEBUX TMPUCTPOSX, YEpe3 SIKI MOXKE 3/IMCHIOBATUCA B3a€EMOJIsS
3JI0BMUCHUKA 31 CIIyK0amMu Ta cepBicaMu ypakeHux cucteM (Hanpukiaza, SSH, HTTP
(HTTPS), SMTP, IMAP, FTP Tomi0), a Takok Ha HEypaXE€HUX CUCTEMaX/MEPEKEBUX
OPUCTPOSIX (JIMIIE 3a HEOOXIIHOCTI Ta IpPH 3arpo3i BUKOPUCTaHHS LUX TOPTIB
(iHTep(deiiciB) 37T0BMUCHUKOM JIsl IOCATHEHHS BIACHUX IILJIEH);

CKAaCyBaHHs TMPUBLICHOBAHOIO JIOCTYNy KOPHUCTYBadiB, 3MiHAa [apoJiiB
CHCTEMHOT0 a/IMiHICTpaTopa, O0IIKOBUX 3aIIUCIB CIIYK0/3aCTOCYHKIB, SKIIO € T1703pa
Ha MPOHUKHEHHS B CUCTEMY/MEPEXKY 3a TOIIOMOT 00 IPUBLIEHOBAHOTO JOCTYILY.

17. Sxio OynyTh BUSIBJICHI HOBI O3HAKH Mi03p170i MOBEIIHKU Ta JISIBHOCTI
3JIOBMHUCHHKA, HEOOXITHO TOBEPHYTHUCS OO €Taly BHUSABICHHS Ta aHajizy, Mmoo
MTOBTOPHO BU3HAUYUTHU 3aX0/IH, HEOoOX1aH1 TUIsL pearyBaHHA Ha
KiOepiHIUIEeHTY/KiOepaTaKy.

[Ticns ycmimHOro cTpuMyBaHHs (TOOTO, SIKIIO HEMA€E HOBUX O3HAK MMi03PLIO0i
MOBE/IIHKH, JiSJILHOCTI 3JJOBMUCHHMKA, MIHIMI30BaHO HACJIJIKHU BIUIUBY 3JIOBMHUCHUKA
Ta BU3HAYEHO YCI JKEpesa MOIIMPEHHS MIKIIJIUBOIO MPOTPAMHOTO 3a0e3redyeHHs )
HEOOX1THO 30eperTd eJIeKTPOHHI JIOKa3W JJISI BUKOPUCTAHHS y TMOJAJIBIIINA poOOTI
YHIOBHOBR)XCHUMH OpraHaMU Ta PO3CIIyBaHHS MPAaBOOXOPOHHHMH OpraHamu, a
TaKOX TMOBTOPHO HAJAIITYBAaTU 1HCTPYMEHTH 3 BHSIBICHHS KiOep3arpo3 BiJIIIOBITHO
70 OTPUMAHOTO JOCBiAy 1 BHUCHOBKIB Ta TEPEWTH MO0 JIKBiAamii HACTIAKIB 1
BiJTHOBJICHHSI CUCTEM.

18. 3axonu 3 yCyHEHHS HACI1IKIB Iiepen0ayaroTh:

NEPEBIPKY YCIX 3apa’KEHUX CEPEIOBUI (CHCTEM, MEPEK, MEPEKEBUX MPUCTPOIB,
XOCTIB, CXOBHII] IaHUX TOII0) HA MPEAMET BPA3IUBOCTEM;

MOBTOPHE CTBOPEHHS OOpa3iB Mam’sTI €JIEMEHTIB YypaKEHUX Cepe/lOBUIII,
BIJIHOBJICHHSI CHCTEM BiJ] 3aBOJICBKUX HaJIAIITyBaHb;

YacTKOBE a00 IMOBHE BITHOBJICHHS TEXHOJOTIYHOT'O, TEXHIYHOT'O, MEPEKEBOTO,
1HIITOTO 00JIaIHAHHS, IO IMTOCTPAXkKAAJI0 BT HACIIIKIB KiOepiHIIUICHTY/KiOepaTakH (3a
HEOOX1THOCTI — 3aMiHa TaKOTO 00JIaITHAHHS HA HOBE);

3aMiHy CKOMIIPOMETOBAaHUX apTedakTiB apTedakTaMu 13 CHUCTEM PE3EpPBHOTO
KOIIIOBAaHHSI Ta BIJHOBJIEHHS (BIAMOBIAHO A0 Mepen0ayeHuX MNpPOUEAYp MEpPEBIPKH
apTeakTiB Ha MpeAMET KOMIpPOMeETalli, MOpyIIeHHS! BIACTUBOCTEH 1H(popMallii Ta
OyIb-SIKUX A1¥ 3 HUMU);

BCTAHOBJICHHS TIATYiB Ta OHOBJICHB;

BXKUTTSI 3aXOJIIB 3 3aMIHM YyCIX TapOJIiB Y CKOMIIPOMETOBAHMX CEPEIOBUIIAX
(cucremax/mMepexax);

MOHITOPUHI OyAb-IKMX O3HAaK pearyBaHHs 3JIOBMUCHUKAa Ha 3axoau 31
CTpUMYBaHHSI.

19. IMicns mikBimamii HaACHIAKIB  KiOEpIHIUACHTY/KIOEpaTaku HEOOXiTHO
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IPOJOBXKYBATH [1i 3 BUSBJICHHS Ta aHami3zy, mo0 croctepiraTé 3a Oyab-SKUMH
03HaKaMH TTOBTOPHOTO ITPOHMKHEHHS 3JIOBMUCHHKA a00 BUKOPUCTAHHS HOBUX METO/IIB
TOCTymy. SIKIO Ticis 3aBEPIICHHS 3aXO0JiB 13 JIKBiJaIlii HaCHiAKIB Oyjae BHSABICHO
Mi03pUTy TOBEAIHKY a00 aKTHUBHICTh 3JIOBMHUCHHKA, HEOOXIAHO MOBEPHYTHUCS IO
eTary TEXHIYHOTO aHajizy abo CTpUMyBaHHsS Ta BUKOHATH TMOBTOPHO BCI 3aX01U
pearyBaHHs, IOKA He OyJe 1eHTU(IKOBAaHO CIPaBXKHIA MacmTad KoMIpoMeTanli Ta
MOYATKOBI BEKTOPH 3apaKCHHsI. SIKIIIO HOBOI aKTUBHOCTI 3JIOBMHCHHKA HE BUSBIICHO,
MOJKHA TTEPEXOIUTH 10 €TaIy BiJHOBIICHHS.

20. 3axojau 3 BIIHOBIIEHHS MEPe10avatOTh:

MOBTOPHE MIAKIIOYEHHS BiTHOBJICHUX/HOBUX CHCTEM JI0 MEPEIK;

MOCWJICHHS O€3MeKku TepuMeTpa (HAMpUKIAA, HOBI TMEPeTiKH  IPaBUII
Opanamayepa, CIHCKH YMPaBIiHHA IOCTYIIOM 0 TPAHUYHOTO MapuipyTu3aTopa i
IpaBuiia JOCTYITy 3 HYJIbOBHM piBHEM A0BipH (Zero Trust));

pETENIbHE TECTYBAHHS CUCTEM, Y TOMY YMCII 3aXOJIB O€3MEeKH; MOHITOPUHT
onepaliii o0 MmiI03puioi MOBEIIHKU.

21. 3a pe3yabraTamMu BXKHUTTSA 3ax0/diB 3 KIOep3aXWUCTy BIAMOBIIAIbHI 3a
Kibep3axucT MIPOBOJIATH aHai3 e(EeKTUBHOCTI pearyBaHHS Ha
KiOepiHIHMIeHTH/KiOepaTakH.

[Tix gac poro eramy 3abe3neuyeThCsl BUBUECHHS 3aI0KyMEHTOBAHUX JAaHHUX 1010
kiOepiHIuaeHTy/Ki0epaTaky, 1H(QOPMYyBaHHS KEPIBHUIITBA, y3arajdbHEHHS Ta

NPOBEJCHHS aHaji3y JAOCBIAy pearyBaHHS Ml MOJANbIIOTO ITiIBUIIEHHS
e(pEeKTUBHOCTI  BXHUTTS  3axO[iB 3  Kibep3axucty y pa3i  MOXIJIHMBHX
K1I0epIHUMAEHTIB/KI0epaTaK y MogaiblIioMy.

22. OcHOBHI 11l eramy aHaiaizy e(QEeKTHMBHOCTI 3aXO/iB pearyBaHHsS Ha
KiOepiHITUACHTH/KiOepaTaky nepen0adaroTh:

BIIEBHEHICTh B YCYHEHHI Ta MOJI0JIAHHI EPIIONPUYNH 1HIIUJIEHTY;

BU3HAYCHHS TMpOOJeM 3 TMpOrpaMHUM Ta amapaTHUM 3a0e3MEeUeHHSM, SKi
HEOOX1THO PO3B’s3aTH,

BU3HAYCHHS TPOOJEM 3 OpraHi3alliiHOI0 TMOJITHKOI Ta MpOIeaypamu, sKi
HEOOX1THO PO3B’sI3aTH;

3aMpoBaHKEHHS MOCTIMHOTO MEPEIIISIy i OHOBJIEHHS POJIEi IepCoHAly Cy0’ €KTa
3a0e3neueHHsT KiOepOe3neKku, 30H BiAMOBIJAILHOCTI Ta MOBHOBAXKEHb KOXKHOTO
daxiBig (cnemianicta) cyo’exta 3abe3neueHHs KibepOe3neku;

BU3HAYEHHsI MOTPe0 y TEXHIYHIM MiArOTOBII, MIATOTOBI MEpCOHANy CyO’€KTa
3abe3reueHHs KidepOe3neku, BIAMOBIIaTLHUX 32 KI0€P3aXUCT;

YAOCKOHAJIEHHS 1HCTPYMEHTIB, HCOOXITHUX JIJISI BUKOHAHHS 3aXO/lIB 13 3aXHUCTY,
BUSIBJICHHS, aHAJTI3y Ta/a0o0 pearyBaHHS Ha KiOEpIHITUACHTH/KiOepaTaKH.




